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ux] YA 71& =8 LE {(TChosuny, URL: http://it.chosun.com/site/data/ht
ml_dir/2017/10/31/2017103185046.html.
Porup, J. M. (2021, March 18). How and why deepfake videos work—and what
is at risk, CSO, URL: https://www.csoonline.com/article/3293002/deepfake—video
s—how—and-why—they—work.html.
AL A AR 201439 2EZSUEgn e o)t FHZ9(lan Goodfellow)
o T8 dA7UEc] AN =RA A5 a8 A= &R Atk Nicholson,
Chris. A Beginner's Guide to Generative Adversarial Networks (GANs), URL:
https://wiki.pathmind.com/generative—adversarial-network—gan.
Porup, J. M. (2021, March 18). 9] A=,
Peng, Tony. (2019, April 4). Father of GANs lan Goodfellow Splits Google For
Apple, Synced, URL: https://medium.com/syncedreview/father—of—gans—ian—good
fellow—splits—google—for—apple—279fcc54b328.
55 Brown, Nina I. (2020). Deepfakes and the Weaponization of Disinformation,
Virginia Journal of Law & Technology 23, 2; ZAg]Zyoltstue}l Az
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Zta doka @t} Knight, Will. (2019, June 21). A new deepfake detection tool
should keep world leaders safe-for now, MIT Technology Review, URL:
https://www.technologyreview.com/2019/06/21/134815/a—new—deepfake—detection
—tool—should—keep—world—leaders—safefor—-now/.

Knight, Will. (2018, May 23). The US Military is Funding an Effort to Catch
Deepfakes and Other Al Trickery, MIT Technology Review, URL: https://
www.technologyreview.com/2018/05/23/142770/the—us—military—is—funding—an—ef
fort—to—catch—deepfakes—and—other—ai-trickery/.

oA, Filehorse, FakeApp. (2021, December 3). URL: https://www.filehorse.co
m/download—fakeapp/.

YouTube, techdtress, Deepfakes Guide: FakeApp 2.2 Tutorial Installation (totally
simplified, model folder included), URL: https://www.youtube.com/watch?v=Lsv3
8PkLsGU.
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59 Malicious Deep Fake Prohibition Act(2018), GovTrack, URL: https://www.govtra
ck.us/congress/bills/115/s3805.

60) 9 WMEQF Hz,

oD 9 HEQF FHx

62 Cal. Elec. Code § 20010(a). “(a) Except as provided in subdivision (b), a
person, committee, as defined in Section 82013 of the Government Code, or
other entity shall not, within 60 days of an election at which a candidate for
elective office will appear on the ballot, distribute, with actual malice, materially
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deceptive audio or visual media, as defined in subdivision (e), of the candidate

with the intent to injure the candidate’s reputation or to deceive a voter into

voting for or against the candidate.”
63 Cal. Elec. Code § 20010(g). “This section shall remain in effect only until
January 1, 2023, and as of that date is repealed, unless a later enacted statute,
that is enacted before January 1, 2023, deletes or extends that date.”
Cal. Elec. Code § 20010(b). “(b)(1) The prohibition in subdivision (a) does not
apply if the audio or visual media includes a disclosure stating: ‘This __ has
been manipulated.” (2) The blank in the disclosure required by paragraph (1)
shall be filled with whichever of the following terms most accurately describes
the media: (A) Image. (B) Video. (C) Audio.”
Cal. Elec. Code § 20010(e). “As used in this section, ‘materially deceptive audio
or visual media’ means an image or an audio or video recording of a
candidate’s appearance, speech, or conduct that has been intentionally
manipulated in a manner such that both of the following conditions are met:
(1) The image or audio or video recording would falsely appear to a reasonable
person to be authentic. (2) The image or audio or video recording would cause
a reasonable person to have a fundamentally different understanding or
impression of the expressive content of the image or audio or video recording
than that person would have if the person were hearing or seeing the unaltered,
original version of the image or audio or video recording.”
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66) Thalen, Mikael. (2020, September 2). Deepfake app takes Trump videos offline
until after the election, Daily Dot, URL: https://www.dailydot.com/debug/deep
fake—app—trump—2020—election/.

67 Lomas, Natasha. (2020, August 18). Deepfake video app Reface is just getting
started on shapeshifting selfie culture, 7echcrunch, URL: https://techcrunch.com/
2020/08/17/deepfake—video—app—reface—is—just—getting—started—on—shapeshifting—s
elfie—culture/.
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68) Ashcroft v. American Civil Liberties Union, 535 U.S. 564, 573 (2002).

69 Reed v. Town of Gilbert, 576 U.S. 155, 163 (2015).

70) Reed v. Town of Gilbert, 576 US. 155, 163-164 (2015). 38 AgE ol o
HolagA e HAd oo dsiAe AWuiEdel “Cirzens v. FEC, 558 U.S.
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Matthew. (2021). The First Amendment Implications of Regulating Political
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Deepfakes, Rutgers Computer & Technology Law Journal 47, 164. whehAl A
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7D Brown v. Hartlage, 456 U.S. 45, 53-54 (1982).

72) Brown v. Hartlage, 456 U.S. 45, 60 (1982).

73) Rowbottom, Jacob. (2012). Lies, Manipulaton and Elections—Controlling False
Campaign Statements, Oxtord Journal of Legal Studies 32, 516.
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74 McCullen v. Coakley, 573 U.S. 464, 486 (2014).

75 McCullen v. Coakley, 573 U.S. 464, 495 (2014).

76) Fink, David E. & Diamond, Sarah E. (2020, September 3). Deepfakes: 2020 and
Beyond, 7he Recorder, URL: https://www.law.com/therecorder/2020/09/03/deep
fakes—2020—and-beyond/?slreturn=20220211072801.

Cal. Civ. Code § 45. “Libel is a false and unprivileged publication by writing,
printing, picture, effigy, or other fixed representation to the eye, which exposes
any person to hatred, contempt, ridicule, or obloquy, or which causes him to be

77
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shunned or avoided, or which has a tendency to injure him in his occupation.”
Cal. Civ. Code § 45(a). “A libel which is defamatory of the plaintiff without
the necessity of explanatory matter, such as an inducement, innuendo or other
extrinsic fact, is said to be a libel on its face. Defamatory language not libelous
on its face is not actionable unless the plaintiff alleges and proves that he has
suffered special damage as a proximate result thereof. Special damage is defined
in Section 48a of this code.”

Brodeur v. Atlas Ent., Inc., 204 Cal. Rptr. 3d 483, 492 (Ct. App. 2016).
Dickinson v. Cosby, 250 Cal. Rptr. 3d 350, 364 (Ct. App. 2019).

Cal. Elec. Code § 20010(a). “-- For purposes of this section, ‘actual malice’
means the knowledge that the image of a person has been superimposed on a
picture or photograph to create a false representation, or a reckless disregard of
whether or not the image of a person has been superimposed on a picture or
photograph to create a false representation.”

Hustler Magazine, Inc. v. Falwell, 485 U.S. 46, 52-54 (1988).
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82 Cal. Elec. Code § 20010(e). “+- cause a reasonable person to have a
fundamentally different understanding or impression of the expressive content of
the image or audio or video recording than that person would have if the
person were hearing or seeing the unaltered, original version of the image or
audio or video recording.”

Tashman, Fe] =&, 1404,

Cal. Elec. Code § 20010(a). “--- within 60 days of an election at which a
candidate for elective office will appear on the ballot, -+

Cal. Civ. Prac. Torts Common Law Action § 20:12; Tashman, &9 =&, 1405%.

Tashman, Alexandra. (2021). “Malicious Deepfakes”~How California’s A.B. 730
Tries (and Fails) to Address the Internet’s Burgeoning Political Crisis, Loyola of
Los Angeles Law Review 54, 1405,
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87 Cal. Civ. Code § 3344(a). “(a) Any person who knowingly uses another’s name,
voice, signature, photograph, or likeness, in any manner, on or in products,
merchandise, or goods, or for purposes of advertising or selling, or soliciting
purchases of, products, merchandise, goods or services, without such person’s
prior consent, ***”

88) Chesney, Bobby & Citron, Danielle. (2019). Deep Fakes: A Looming Challenge
for Privacy, Democracy, and National Security, California Law Review 107,
1794.
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89 17 US.C. 512.

90) Delfino, Rebecca A. (2019). Pornographic Deepfakes: The Case for Federal
Criminalization of Revenge Porn’s Next Tragic Act, Fordham Law Review 88,
936.

9D Reynolds, Matt. (2020, June 9). Courts and lawyers struggle with growing
prevalence of deepfakes, ABA Journal, URL: https://www.abajournal.com/web/
article/courts—and-lawyers—struggle—with—growing—prevalence—of—deepfakes.
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92) Bodi, Matthew. (2021). The First Amendment Implications of Regulating Political
Deepfakes, Rutgers Computer & Technology Law Journal 47, 162.

93 47 US.C. 230(0)(2). “(2) Civil liability. (A) any action voluntarily taken in good
faith to restrict access to or availability of material that the provider or user
considers to be obscene, lewd, lascivious, filthy, excessively violent, harassing, or
otherwise objectionable, whether or not such material is constitutionally
protected; or (B) any action taken to enable or make available to information
content providers or others the technical means to restrict access to material
described in paragraph (1).”
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Deepfakes, Rutgers Computer & Technology Law Journal 47, 171.

96

27



28 0|C|ofet Q=M = H8H = A[1Z = 2022

of FESH= 5 YAS AW Zlolme, YA TAB] WE S
Nze. %A}ZﬂXHE Bakshe Zlolold 1 9@ elRg AAel glo]
AR A1%0] AEE Aol Tvld] AelmUolF Polo| 2

7_;31
Wk g, gAaF geolasAe A e AHEde= ot
Astar YA Forvg Ao Aol iy HAiZe] Ao A=
T flolA Ader Addd rHeAdol wH9D

nze] A% WA N2E WES At Qrlolas FAEH=
o AelEUolsh BAbavtel itk TeE QoA AbHE whel 7ol
Aol Eolre] Yalo|aFAMe WAH ofee] Ug
omz Add YolME B We Hed) oe A9l e som
AR Betd Wejo|ag FAss H2e WES TS 3
AsleRolt ALY 2ol )=o) E WA FAS B3 PaAol=
o) A2 SAske Aol vt Fako] AH T ke wio
B sze] Gulola2AMe AelEUol: Pulola2A M 27 ‘@
A7) ote'e] Walg WAHoR FASA B YT, FA Ar)e)
A5 AguaolA Aodels FAE Jone A4 A2 o

A% i @lol ghEg T Ad® sFsAol ¥n @ % k.

)
_o|£
=
%2

97 Bodi. (2021). 91¢] =&, 171%.

98 Ae|axzolo] YHolAgAHL FH ARE #8% AL A Al=xol
HutElth= 7371 9tk Tashman, Alexandra. (2021). “Malicious Deepfakes”~How
California’s A.B. 730 Tries (and Fails) to Address the Internet’s Burgeoning
Political Crisis, Loyola of Los Angeles Law Review 54, 1408-1416. o]¢= G
T Wol AAH ool ‘ﬂElE TSk laL ey TZ}«] Agele 285
Z gkomz FHolgh= A= Utk Bodi. (2021). L2 =&, 164%:,



FEE onjo|A(deepfake) Fafat SAAALIHE
VAR EE REEE I DEDE BRRES:
1. M2
A FEUgeAE goola AARXES S48 W& FAA
AR WA o] Eo|H T olstoll A= WA ABEe] 7 FAHY &
Ao Ao HaFel EdE= AAA o #ste] AHE I, o]ojA
FEO AAE HHola FF74el TFANANM S AL EEH A 3l
Ft= QA S HES B2 gt oLy AREAY o]gE27 W
AERT 5o A3 HE ol wet Hoola 534 2HAE 278 =

A=AS] ARE ZheelA] A ET|2 St

o
2010 &)= g FF 2o 9o T SAF M TATIER,

Aol S1@ARTE A o] 2nt W Znt ARdellA], 5] AA R
< TS olgke AL dAlY Rk Bde .

A eI ALe
AN FEsE A 94 o
A7kl Ak Fol| 1

HYatale] B YL ke Bl
31 EHA99 “EHo] ojm ) go] FReths o] futow FHO| AH
o] REYYA gz wAETgnE B £ la, S9Aae] 230
o

A A AslEE Sl ¥Rt st AAHoE 7O Ao

o

=

el

=,

(r o
2

99) &) 2010.12.28. A3 20088 5TE, AHF o)F=, AT olFH, AAL =
e, AR PEW, ABY STR] AYFAAY A oiRo] B BF7,
R 22-23}, 699.

29



30 0|CjofQt Q=M = H8H = AH1Z = 2022

Bl WAL S glnk S BEE AW A=)
TR AE2-E39 Afo Hagddes fidsts, out Ay #37x
A2l wheh SRR A AN GA B FEEYE sl ARD 5
Sl ZolEhaL sjaistelof & ZolgkaL SHTh100) o) Aol iyl
A AAT 279 ARARR A 9ol She] WEA B
o gelu 9 EE FFEEolU ABETE s AL o
Aol BEE W Ao REFHeNA wjAHE He o e
3 &g Th.10D

ol ¥ WA i ek

1l

dds

A

of, Thereldo] "ol =ejet 2

2ol ol2A B AL HAUS YIE o] F A= WSS HYYL
g Autsht WSS TR @7) WETo|eRL 5w 10

%H UM Pt Y o=z FHLS dEaet BAQ]
H&ol =7t Zlo] oflrh REF o]frt Hs
A7} 103 urov} o] Hall= "sleirtde] Ed
o] B gHo| &at= Zlo] ofr] wizel o] Aok
B AdA] AfolA, A AH7E otk A= %?Loﬁ
APLe ole ANE HESA FUTF 1 F4ITHI0) ThA] D34 o]
Asl= ARLo] FHo| Ao B3P Yo U AUAY oR=
A=Al ARLOIUEA ot BREA F AZTOIUAEA] o Fol w
2}

- ﬂl[O

o
e

—_
2
ok

i g do (r

r (

rok
ﬂ
=
Hl
Q

AYNH Y-S 2012\ United States v. Alvarez AH7ANA,

1000 &= 2010.12.28. A3 2008A8H 5T, ATH o=, AAD o]Fd, AP =
o, At AEd, A t%iu A FA L2 9t 043011 B3 B,
&5 22-23} 700.

10D #A) 2010.12.28. A1 2008F4uH57%5, MDD olF5F, AT EF9] Hijo
A, BEF 22-28} 705.

102) BA¢E (2011). S AMEe] T FTHO AF-g=3 v=e] o ¥nE FA
o= (FHAD, 397 35, 136.

103) EA (2011). 9] =%, 136-137%.

104) ZAIL (2011). 919 ==, 137&.



FEH dnjo|3(deepfake) G4} SQAMESHE 31

ot
Fiek
ol

Aol 25z Bt A9k sfiWTolm “1987de
(Congressional Medal of Honor)< Wt i AALS gk dulg
(Xavier Alvarez)ollAl A8" "#A4Y A FA%H (Stolen Valor Act) €]
A AL dolgtal FAESIATEIN) o] Aol AWty Y- A3
of T kS 7AA gv Aide g=HU ARLE A& A
fro] Regdd ol dvkar & Zo|rth106 -2 fAP-S 372 |23
Al R BE Ae dEle w7RIEA-AAFA Be 335

X

B 9lsle] BWad A5l skl MEZA AVT 5 Qow, Adsh=
Beel= Akt Aele BAH WS AT F YFm P
glek webd B o=Hel Adgoldn HHE AR Afe] BE
gofol ks Zolul, Thk “WaF Aol Wse” WEZA AV
S Qrkm slMshe ol 2 WY A3TE A2E AMelE FAHE
Rolgka A7k,

3. R5E Yro|39} HIAS
7t BARAYA SRR

U] FFAMAY, A20% AIFE FABH HATES
o #ste] thewt 2ol AL 3

GAHHAY HA T BAOoR AH- RS AR B84
A et WHOE FRAFRAL Hid s A& EFA
ol o] oA LThelAl frelsh=s FuA, FuAe WA wE
AAEN G} A BHA AABUA A YT A4
B AETA, 542 EE SHTAZTEY AH ol Fo| wslo]

105) United States v. Alvarez, 567 U.S. 709, 714-715 (2012).
1060 United States v. Alvarez, 567 U.S. 709, 723 (2012).



32 0|CjofQt QA = H8H = AH[1Z = 2022

s1919) AAlstE e ARee A AeazAlate] F4o olF W

o2 AAA ohid A¢E THAHE FTESAY TEeA @
29} 3 9e] AL AAF HAEAS Wiz EAO T 42xF =
59 olske] Ao w33 el ojste] W ARk,

GARA Zo @ BHOR M- BE- AT FA AR W7
24 JlEke) PO T BelsEs Fua, 2o w9
E AR HEolY FAAEo) wstel Fgle] LS FEIAG
FESA B Ao} H9le] AU AT HABAE NEY BHo=
&A% AL 79 olste] Ae] T 5005k o] 3AWY olshe] B
-

FuA welo] PAE Bl }
BAE GHEA @ BHA Afols TFHHAY xﬂzso_% A
g2 WA B Zolr, fRRE ‘A PE AR
24 F BAG ST B 3

U Fgel ofuet Ml B 219

o] o ]

= B9l ARl digE ¢ A = Jeola F94E FREel
74],\]3}_ P 527t FAStL YE FH o e dH guo)
3 9%l 5 FRE BAHA Fel & H5H R gud AF
odls EAAAN) A250% A2l st = HAEZE 9
2 9 ;14'%_0 a7 = 740]1:} 51.11]0]21_ TYEE FRE A



{EE Cno|3(deepfake) A} FHRIANSE

2 B3 & o A TRAI) A P Do} FES A
g AAE AR 59, SAAHAA 5o FGHela FAe ARt
TEFOEA —riz}g ek 97 W A2502 A2% ffntel S

o

A S5 % 77 Akel @ate] 20219 129 17U AREelE
& o) i, “PelolZ P4 o &3 AALF Be Ao o)z}
A% ol “Awel A9 Wslola AL "FAAAM, (I8 W olz
W) 4 5940 dFoE UALEL T 4 Ak Aol WA HeHE
THo2 A3 IYE A8l UALEE ¢ 4 Aok kel
GHAL OO0)Y& FASIIoF Utk Fslola F4HAl 000)HS

N R N
A2S0Z(H AT ESA) S SukE 2oleks AU LS FHolxo] A
/\]6‘]-93\1”4—'107)

¢

rr

4. FpaAB sl Geola 94 B Wites ME

EEATI09 E3 5 93] uJﬂo] e AN AALE
= A WA Moo Fa= ‘gat 71]/\];4’3} 3153 th 109 78 )
Hola FYl Falola FHAI O00)YE FABES 3= A
BelEUotre] Helo|aFAEe WET FAG oz HFeAE

107 FFAARLL3] (2022, 1, 12). A-/JE AR, GHlola F4E& &
gk % 7'] 5ol &g "3y, URL: https://www.nec.go.kr/site/nec/law/lawVie
w.do.

108) FdM AR 913 (2022, 1, 11). Golo|2 ¥4 A Wi87]=. URL: http

/ / www.nec.go.kr/site/nec/ex/bbs/View.do?cbldx=1084&bcldx=156972.
109 FHdABE AL (2022, 1, 11). 9 7= =

33



34 0|CjofQt QA = XA = AH[1Z = 2022

AFAe ool AZHL TR0 AT, ZAEA ofd YR
Ge ANFEA HelolZ GAFolel EASHE Aol FRu
o] §AHZ A EEL o1F 4 glths ZlelthiD § tolrh §51 ol
Aol WEolZ GaFoletn TARA 2 BT AT +
t 2yE Wee AoFA Bt AW} U 4= Atk

S o A uje} o] B EUolre] Yo AFA YL ofn
A, Wt EE or]ert 24w Zolghs AR @ Aol T He
HgalA e Aow FAsE Atk add olg el $eluzel
AL "I G COOYE TS AfAE
AAZE ) AFEA rethe FHS T A gk el
AU el O%(AI 000)31& Jmow
%

o

Zolt, vl goola $I9EdLE E/\lé}ﬂ e o—rﬂb"’_ %}Xlﬂ‘rli

foll WEA = TR FEA Berhal Hotop & A9t
<= T Aok HelM AuE Aezyols HulolAmAI I o] A
A uy I A& Arel o] REEofof sr] wiwolth

ot FUYUARLN U} Pl 2 Gy B WG N1E L B

A Gslel o] “GslolZ GAHAI 000)Q e EA"SHES ZAlshs
e AR Afol BE AAA Aoln] 9EAIAE op|F & k.
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With the advent of Artificial Intelligence technology, fake videos that
look completely real can be created, making new legal problems that
have not existed before. At the end of 2020, a fake video of British
Queen Elizabeth 1 greeting and dancing for Christmas was released.
Also, a deepfake video that former U.S. President Obama called
President Trump “a total and complete dipshit” was disclosed to alarm
the danger of deepfakes in 2018. Recently, even in South Korea, with
the presidential election just around the corner, the ruling party posted
on its official YouTube channel a deepfake video to the effect that a
former Korean President declared support for a presidential candidate,
The controversy over the video, however, made the party take down it
from the channel.

If a deepfake video about a candidate is posted on YouTube ahead
of the election, which negatively or positively affects voters’ choice of
candidates, it may pose a serious threat to democracy that is based on
fair elections. Therefore, California and Texas in the United States have
passed election laws regulating an act of distributing a deepfake video
which may injure a candidate or influence the result of an election.

The term “deepfake”, which refers to a fake video, is the compound
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word of “deep learning” and “fake,” and can be said to be
“manipulated images, audio or video, designed to make the altered
media seem authentic.” However, the California law regulating
deepfakes immediately before an election is criticized on the ground
that it is not a narrowly tailored restriction on freedom of speech to
achieve the compelling government interest such as fair elections. It has
also been criticized because it can be rarely applied to a case due to
the actual malice rule of the U.S. Supreme Court. According to this
criticism of the law, it is more desirable to regulate deepfakes with the
defamation or copyright laws. Meanwhile, some critics argue that the
Texas anti—deepfake law is unconstitutional not only because it does
not prescribe for the actual malice rule, but also because it does not
exempt its application to parody or satire.

Recently, the National Election Commission in South Korea
promulgated the “Standard for the Application of the Law on Deepfake
Videos”™ and issued an authoritative interpretation that an act of posting

“

a deepfake video on the Internet without indicating that it is “a
deepfake video (AI OOO)” violates Article 250 of the Public Official
Election Act. However, there is no expressive legal ground under the
law to display that it is a deepfake video. In addition, this requirement
may cause a chilling effect on freedom of speech because it is a prior
restraint. In the meantime, it seems reasonable to conclude that no
additional criminal punishment law needs to be passed because the
current law punishing an act of publishing false statement of facts
during an election can adequately regulate deepfake videos although a

bill to criminalize deepfakes was introduced in the National Assembly.
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